


Arrays

We extend the language as follows

Exp,y 2 a = u

Expi,e. 2= e == ...|ale
Comm = C =u= ...|ale]:=¢
Termga,y = t, == u|t,[t:1]
Term = = ... | talf]



Semantics

Y=(V—=Z)x(A—=Z— Z)

[ lexp.,..

[u] Expa,. (5)

[u

[tale : €]

H Termary
Termgyy (S)
Termgyy (S)

Exp, — 2 — 4 — Z

Sq(u), where s = (s,, S,)

Termapyy — 2 — Z — Z
Sq(u), where s = (s, 8,)

[ta](s)[[e] (s) - [T (s)]

[ulellexp,,,, (s) = [ul (s)([e](s))



The simple semantics of arrays poses problems:

- what is the value of an array position when the index is
out of bounds!?

- Assignment command to an out-of-bounds position of
an array; how should it be evaluated!?

We will add error-detection to the language.



Example

maxarray =
mazx = 0;
1:=1;
while i < size do {1 <=1 <= size && 0 <=maxr <i &&
Forall a. 0 <=a < i — ula] <= u[maz]}
{
if u[i] > u[maz] then max := i else skip ;
=1+ 1

}

{size >=1}
maxarray
10 <=max < size && Forall a. 0 <= a < size — ula| <= u[mazx]}



VCGen can be applied as before:

wp (maxarray,Q)) = 1l<=1<=size &&0<=0<1
&&Forall a. 0 <=a < 1 — ula] <= u[0]

VC, i (maxarray, Q) = {
[ (1 <=1 < size && 0 <= mazr < i &&

Forall a. 0 <=a < i — ula] <= u|lmazx]) — wp(C,I)],
= size && 0 <= maz < i &&

Forall a. 0 <=a < i — ufa] <= u[maz]) — Q]

[(1 <=1

j

VCG({size >=1} C{Q}) = {[size >=1 — wp(maxarray, Q) |}
U VC,ux(maxarray, Q)



Previous example did not include array assighment.
What should be the HL rule to deal with assignment?

it =P — (;)[u_[(—..] — (_:._,/]

(P} ule] = ¢ {Q)

This handles dliasing inadequately. It would derive for
instance the incorrect triple

{ulj] >100} uli] := 10 {ulj] > 100}



Correct rule would use an array update operation

if = FP — Q[U P 'U-[(’ . (._,l]]

IP}ule] =€ {Q)}

This would derive

{u [i:10] [7] >100} u[i] := 10 {u[j] > 100}



Theory of applicative arrays

Forall u,x,e. ulz : ellz] =e
Forall u,z,e,y. x! =y — ulz : e|ly| = uly]

Forall u,x,e. length(u|x : e]) = length(u)



VCGen for Arrays

OurVCGen can be extended as follows

wp (ule| := €', Q) Qlu — ule : €'

VCux(ule| :=¢€',Q) )

In the absence of the theory of arrays, conditions can
always be translated as follows

wli : 10][j] > 100 +—  (i==j — 10> 100) && (i! = j — u[j] > 100)



Example

factab =
k:=0;
while k < size do {0 <= k <= size &&
Forall a. 0 <=a < k — out[a] == fact(in[a])}
{
f=1;i:=1;n:=inlk];
whilei <=ndo{i<=n+1&& f == fact(i — 1)} {
fo=fris
i=1+1
}
out[k] .= f;
k:=k+1
J {size >= 0 && Forall a. 0 <=a < size — inla] >= 0}

factab
[Forall a. 0 <= a < size — out[a] == fact(in[a])}



It is easy to adapt the language semantics to make it more
realistic, including an error value and an error state such that,
for instance,

[z div y > 2]gxp,.., 1z +— 10,y — 0} = error

(if z div y > 2 then C; else Cy, {x +— 10,y — 0}) | error



The definition of Hoare triple can now be changed to include
the requirement that execution does not go wrong:

{P}C{Q}] =Vs,s" € Y. [P](s) A (C,s) || 8" = s" # error A [Q](s")

We will modify the system of Hoare logic by including
additional side conditions in the rules, so that it will derive only
valid triples with respect to the above definition



Safe Expression Evaluation

safe(r) = trueforze VU A
safe(c) = true for ¢ € {true,falsefU{...,—1,0,1,...}
safe(e1Ues) = safe(er) && safe(ez)
where = {+a_>*3::}<a<:a >a>:a ' :}

safe(er) && safe(ez) && ez # 0

where O € { div , mod }

safe(e1Ue2)

safe(—e) = safe(e )
safe(ule’]) = safe(e’) && valid_index(u,e")
safe(bi0bs) = safe(by) && safe(bz) where O € { &&, || }
safe( 'b) = safe(b)

valid_index(u,i) = 0 <=1i < length(u)



Example

safe(x div y > 2) safe(x) && safe(y) && y # 0 && safe(2)

y# 0

We also introduce the following macro:

valid_range(u,i,j) = 0<=1i <=7 < length(u) ||i > j



Hoare Logic with Safety

if =P — @

{P}skip {Q}

if =P — safe(e) and = P — Qx — €]

{P}a:=e{Q}

" — P — safe(ule]) and | P — safe(e’)
i

{P}ule] := ¢ {Q} and P — Qluw ule:e']]




{P}Ci{R} {R} C21{Q}
{P}Cr: C2{Q}

{I &&b}C{I} ” — P — I and I — safe(b)
{P} while b do {I} C' {Q} Cand ET&E I - Q
1P &b} CiiQ} 1P &&e 16} Cp {Q}

if =P — safe(b)

{P}if bthen C; else Cr {Q}



Safety-aware VCGen

Just replace the weakest prec. function by:

wp’ (skip,Q) = Q@
wp* (z:=e,Q) = safe(e) && Q[ — ]
wp® (ule] :=¢',Q) = safe(ule]) && safe(e’) && Q[u — ule : e']]
wp® (C1:C2,Q) = wp® (Cr,wp® (C2,Q))
wp® (if b then C; else Cf, Q) = safe(b) && (b — wp® (Ct,Q)) && (b — wp* (Cr,Q))
wp® (while b do {I} C,Q) = safe(b) && I

The VCGen thus obtained is correct w.r.t. the system
of Hoare logic with safety



Calculate safety conditions for maxarray and modify the
specification in order for the program to be successfully
verified.



Procedures

Comm>C == ... | callf

Proc = @ pre A post A proct =C

Prog > 11

$| P A

Dado um procedimento pre P post () procf =C
os operadores pre, post e body devolvem o que o nome indica:

pre(f) = P
post(f) = @
body(f) = C



A program is thus a collection of procedures.

A program TT is correct if all its procedures are correct with
respect to their corresponding specications, i.e. for all f defined

in 1T, the following Hoare triple is valid.

{pre(f); body(f) {post(/f)}

i.e. f obeys its contract.



if = P — pre(f) and = post(f) — Q
{P}callf{Q} ‘ I

In reasoning about calls to f , we assume that the correctness
of f has been proved independently. Each procedure is
proved correct with respect to its specification, and
reasoning about calls to f does not require knowledge of
how f is implemented.

Design by contract!



Example
pre n >= 0

post f == fact(n)
proc fact =
fi=1;2:=1;
while i <=n do{f == fact(1 — 1) &&ki <=n+1}
= f %1
=1+ 1

We already proved {7 >= 0} body(fact) {f == fact(n)}|
and can now derive for instance

{x >= —10 &&n == x + 20} call fact { f == fact(n)}



Exercise:VCs for Procedures

How should the VCGen deal with procedures?



/*@ requires P a procedure /

@ ensures Q method

@x/ corresponds to
. C () A a Hoare triple
} {P} C{Q}

Verifying a program / class implies verifying the set of Hoare
triples generated by its procedures / methods



Contracts

What about procedure / function / method calls?

VCaux(callf(zy,...,2,),Q) = {[post(f)[z—7¢] — Q]}



